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Digital Citizenship – Schools and Students
 In today’s world, technology seems to be growing and changing so fast. The Internet is being utilized daily. Users can be found of all ages, including children, teenagers, and adults. Let’s not forgot the social media craze that has connected people all around the world. The technological advancements of the 21st century brings endless opportunities for users with unlimited access and constant communication. Schools across the world are utilizing the Internet in their classrooms and to enhance their instruction. Students in almost every country have immediate access to the Internet from different types of technology including smartphones, tablets, laptops, and computers. Today technology make it very necessary for digital rules and online policies and procedures to foster a safe and secure environment for all users. 
Digital citizenship is a society of responsible users of all technology, including computers, devices, and the Internet. Digital citizenship is the ability to interact and engage with users in the online society in a safe and secure manner. Digital citizenship is also very crucial and important for educators to model in the classroom. Educators can provide students with the tools they need to be a good digital citizen by modeling the nine elements of a digital citizen (Ribble, 2017). Being a good citizen in the digital world is essential to promote and provide a safe and secure environment and to create a significant learning environment in the classroom. 
The Nine Elements of Digital Citizenship 
Ribble (2015) breaks down digital citizenship into nine elements that are practical guidelines to help foster a safe and secure environment for all users. Ribble’s (2015) nine elements as a digital citizen are as follows:
 1) Digital access – all users should have equal access to the Internet regardless of where they reside.
 2) Digital commerce - all users should have access to the purchase and selling of legal materials and items.
 3) Digital communication – all users should exchange information in a clear and understandable message.
 4) Digital etiquette – all users should follow the electronic code of standards and be empathetic towards others. 
5) Digital fluency – all users should be educated the proper use of technology.
6) Digital health – all users should be aware and promote physical well-being for themselves and others. 
7) Digital law – all users should adhere to the rules in the online world to protect all from harm; 8) Digital rights and responsibility – all users have rights and freedoms which can be exercised through responsibility and diligence.
 9) Digital security and privacy – all users should be aware of digital attacks and how to prevent them. 
Each of the nine elements are equally as important from the first one to last. They only promote a safe and secure online environment when utilized properly and together. For example, an online user cannot simply understand what digital literacy and etiquette mean and not promote it online when posting or sharing information. Each of the nine elements should be taught to students as early as possible. As a matter of fact, the earlier is it, the better chance we will have to prevent bad habits from forming. Educators must model the nine elements in the classroom every day to empower students with the tools they need to fully understand digital citizenship. 
 
S3 Framework 
Each of the nine elements are bound by three levels of support referred to as the S3 Framework of Safe, Savvy, and Social (Ribble, 2017). Each of these levels serve as a guiding principle within each of the nine elements. As educators, it is very crucial that we expose students to the guiding principles early on and model hat being a digital citizen begins with the user. Ribble (2017) incorporates each of the nine elements into a progression chart for the S3 Framework as follows: 
1) Safety - protect digital citizens; 
2) Savvy - create educated digital citizens; and
 3) Socially - respect oneself as a digital citizenship.
 Safety. The first principle refers to providing a safe environment online for the user and others in all technology (Ribble, 2017). The focus of this principle is to protect yourself, as well as others which is the foundation of digital citizenship. Safety is the most importance in creating a significant learning environment in the digital world. 
Savvy. The second principle refers to users being educated in technology and the many opportunities they provide (Ribble, 2017). Today’s technology is very powerful and ever-changing. Educators must empower students with the tools they need to have practical knowledge and be able to make good judgements. The focus of this principle is to educate yourself and help educate others in the many technological advancements. 
Socially. The third principle refers to respecting yourself and others as a digital citizen (Ribble, 2017). The Internet is a community of users of different ages. As Ribble (2017) describes, humans are social by nature, which means users will interact with other users who have different views or beliefs. Regardless of other people’s opinions, personal preferences, or choices, users must all interact in a humanly civil manner. The focus of this principle is to respect ourselves and respect others regardless of any similarities or differences. The S3 Framework within each of the nine digital elements can be very effective in creating a safe and secure environment in the digital world. It is unfortunate that today’s technology with instant interaction can also be utilized to cause intentional and deliberate harm to other users. Educators must also encourage students to immediately report cyberbullying when it occurs regardless of who is involved. Educators must model all nine elements of digital citizenship in the classroom and teach students the importance of the S3 Framework to promote a safe and secure online environment (Ribble, 2017). The positive use of technology in the classroom provides students the opportunity to have an educational experience that promotes and fosters a significant and creative learning environment. The nine elements all combined adhere to the main principle which define digital citizenship, simply treat others as one desires to be treated and simply respect others as one desires to be respected. This goes back to the golden rule that most of us learned at an early age. Treat people the way you want to be treated, is still something that we can use in the world today, especially when it comes to the online community. I tell my students on a regular basis, that if they don’t want someone to type about them, then they should not type about that person either.
 According to Ohler (2012), digital citizenship is defined as character education for the digital age. Morals and values play a huge part for citizenship in a digital world. Character attributes such as honesty, respectfulness, and responsibility are all essential for digital citizenship. When users are able to successfully model high morals and values and engage in positive behavior, a safe and secure environment is established online. 
Culminating Project – Digital Citizenship 
To my surprise, there is more to becoming a digital citizen than I realized. In an effort to help educate students, parents, and educators who may not be familiar with the nine elements, I designed a culminating project mantra and selected the perfect elements that represent my view of digital citizenship. My brand and mantra described in less than 10 words which capture my view of digital citizenship is as follows: 
Think. Protect. Report. – Digital Citizenship 
Think. Users must really think before they click the mouse, hit enter, post, or comment in the digital world. Today the technology divas in the online world sometimes throw things at user that can impact the way the user responds in a positive or negative manner. The comments and images posted on the Internet are a permanent marking and reflects upon the user’s character and is like having an online reputation. Although a comment or image can be deleted by the user, today’s technology makes it possible for anyone to screenshot, share, or print. It will be there when you graduate from high school and even when you interview for your dream job.
 In other words that unappropriated picture of you on the beach will always be out there. 
Protect. The Internet includes users of all ages from across the world. Users are responsible for protecting themselves as well as protecting others. Protecting each other from harm such as cyberbullying helps provide a safe and secure online environment for all users. If users see something that is not safe or secure, they need to report as quickly as possible. 
Report. It is not enough to witness someone performing a heinous act. It is your duty, to do something about it. It is important to immediately report unsafe behavior and inappropriate posts or comments. The Internet connects users around the world of all ages. Unfortunately, there are users who will take advantage of not being identified behind a fake profile or account and try to cause harm to others. Users must be diligent in reporting to prevent further harm.
 In addition to the brand / mantra I designed, I also created a digital citizenship video presentation which provides an overview of each of the nine elements in a clear and understandable language for all users of all ages to comprehend. It is my hope the video presentation will be used to educate elementary students as well as new or inexperienced educators. 
In my concluding thoughts, I firmly believe that educators can help educate students about the lasting impact a good digital citizen can make and model positive online behavior in the classroom. Educators can model all nine elements of digital citizenship in the classroom and empower students with the tools they need to succeed (Ribble, 2017). The positive use of today’s technology and opportunities in the classroom provide students the opportunity to have an educational experience that promotes and fosters a significant and creative learning environment. 
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